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Trust is an important part of any successful business partnership, but establishment of trust requires considerable time and effort. IT tools can assist managers in evaluating and managing trust in their partnerships. In this paper a classification of trust-related IT tools was developed, based on intended users, stage of the business relationship and the functional processes.
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Introduction

Uncertainty is an integral part of all businesses. Since it is virtually impossible to completely eliminate risk, companies need ways to manage it. Using the concept of trust allows managers to identify the areas where taking the risk is feasible and will be the most efficient. Lack of trust suggests that the company has to attempt to reduce the risk by means of additional legal protection, changing the partner or otherwise. The goal of trust evaluation and management can be seen as similar to reducing transaction costs. Some of the more specific examples where trust is involved are listed below.

1. Companies try to reduce their reliance on additional safeguards, such as contracts and NDAs.

2. Companies prefer to deal with partners that have compatible business processes, business ethics and strategic vision.

3. Sufficient levels of trust reduce overall risks of co-operation and expand the pool of potential partners.

There has been extensive research on trust in the business field in recent decades. The ideas of trust, trust measurement and trust management are already well established. Many authors studied the issues of trust and distrust within the organisation [Kramer R., 7] and especially the issues of trust formation [McKnight D. et al, 6]. Based on the existing research on trust, Elahee [5] notes that trust is usually viewed in two ways:

1. “A belief, confidence, sentiment, or expectation about an exchange partner's intentionality and/or likely behavior” [Anderson and Weitz 1990].

2. “A human behavior or behavioral intention that represents a voluntary reliance on a partner and involves vulnerability and uncertainty on the part of the persons/parties placing such trust” [Coleman 1990; Deutch 1962].

There has been little research on using IT tools in relation to trust. Some work has been done on trust in virtual electronic teams [Iacono C. et al, 9] and more specifically, in virtual learning teams [Coppola N. et al, 8].

The goal of this research project was to develop a classification for IT tools that can be used in the business environment to evaluate trust. A secondary goal was to combine existing theoretical knowledge and practical experience to build a prototype expert system that can provide assistance in evaluating trust.

Classifications of IT Tools

There are several approaches to classification of IT tools and solutions. One is to separate them into 3 groups, according to the stage of co-operation. Another way is to look at the IT tools according to the intended user (supplier, client) or group of users (senior managers, mid-level managers, project managers, developers). Finally, the IT tools can be grouped according to the process, in which they are going to be used or which they are going to automate.

3-stage model

In this model the following co-operation stages are specified (for additional details see intermediate report by D. Makarenya [1]):

1. Relationship settlement

2. Collaboration on distributed development

3. Results evaluation

These stages are described below.

Relationship settlement

In this stage the main tasks are trust evaluation and consecutive partner selection. There are formal and informal approaches to evaluating trust. Both are important and should complement each other. It is explained in Partnering in the Dynamic Environment [2] how managers informally evaluate the trust based on personal interactions. However, this approach is by definition subjective. Additional objective analysis can usually provide beneficial insight into the situation. It must also be noted that not all people can judge the trustworthiness of others equally well. The proposed objective evaluation can use both direct measures (e.g. partner trustworthiness estimates done by managers) and indirect ones (various factors that can indicate whether to trust the partner or not and how much).

Collaboration

The trust is rarely absolute, usually there is a certain degree of trust that can change over time and can be a complex vector variable (the company can trust its partner more in some areas than in others). Therefore there is a need to modify the behaviour to adapt to the partner given the current level of trust. This also demands regular “re-evaluation” of trust as well as trust monitoring.

Because of the lack of trust, the company has to use additional safeguards to protect itself against the partner. These safeguards can include legal protection, business relationship techniques, financial instruments (such as insurance of business operations) and risk-management tools. IT tools can be used for both selecting of the most appropriate safeguards and for providing suggestions on using specific safeguards.

The company can also attempt to exercise additional control over its partner, to minimize various risks. It can be done by integrating business processes of the company and its partners. IT tools, such as project management software, reporting and communications software play an important role here.

Result evaluation

After the collaboration stage is finished, the company usually needs to evaluate the trustworthiness of the resulting product, provided by the partner. This is usually done by the means of testing, quality audit or other similar methods. In some cases, automatic testing using IT tools is possible. Automated testing can be recommended when testing is very time-consuming, when there are clear requirements to the product and when the company needs to regularly test batches of similar products provided by one or several partners.

In cases when automatic testing is not feasible, IT tools still can be used to guide the testing process and allow managers to keep track of it and store the testing results in easily accessible form.

Classification according to the intended user

Company-level

In asymmetric partnerships the needs of participating companies are very different. For example, the company with greater bargaining power is usually interested in selection of the most trustworthy partner, while the company with smaller bargaining power is interested in increasing its own trustworthiness. Nevertheless, similar tools can be used in both cases, for evaluating partners’ or own (the latter case) trustworthiness.

Groups of users

Different groups of employees have different positions in the trust evaluation and management process. Therefore they usually need access to different trust-related functions. This can be implemented either by adding specific trust-related functions to the existing business software that they are using or by implementing a multi-level trust evaluation and management solution with different access modes for different employee groups (Table 1).

Table 1. Integrating trust-related functions into existing IT systems

	Group of employees
	Trust-related functions/access modes
	Existing business software

	Senior managers
	Trust evaluation, risk management related to trust
	enterprise-wide information

	Mid-level managers
	Trust evaluation
	supply-chain management

	Project managers
	Trust evaluation and management
	project management

	Developers
	Trust management, result evaluation
	CAD, code management, testing


Trust evaluation tools. Process-related classification

Trust is a broad concept that is related to all aspects of business operations. Below I describe the specific process areas in which trust evaluation tools can be used. In the next section I provide more detailed explanations of how software can be potentially used in these processes.

· Expert system for evaluation of trust (trustworthiness). It can measure the competence and goodwill, help managers to find strong and weak sides of their partners and provide hints on dealing with this partner.

· Software for organising the evaluation process. In this case the evaluation is mostly done by people (using both subjective and objective approaches), but the software provides a formal framework.

· A database of past, present and potential partners. It can store their characteristics, history of relationships with them, partnership results and other relevant information.

· Self-evaluation software, that helps evaluate the trustworthiness of own organisation as perceived by others. This software can also provide suggestions on improving and managing the trust of a specific partner.

· ICT tools that facilitate informal evaluation of trust. Communication tools that can connect people who have experience dealing with the potential partners and those who need to find and select partners now.
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Figure 1. Trust evaluation processes in dealing with a new partner

Expert system

Formal approach (implemented in a form of an expert system or another similar tool) can help with structuring available and required information, as well as organising the process of eliciting this information from somewhere and processing it to generate the desired output. The source data (information) that can be relatively easily acquired includes such information as "relationship context, content and process" (Blomqvist [2], pp. 199-255). In addition, some relevant direct measurements of various quantitative variables can also be done (e.g., by managers that had experience with this company or other similar companies).

The output of the expert system consists of values for variables such as known antecedents for trust (Blomqvist [2], pp. 184-185) and means for trust creation (Blomqvist [2], pp. 193-194). Although some general rules for the expert system can be extracted from existing research papers on trust, the main strength of expert systems is the ability to utilise the practical knowledge of human experts. Therefore, specific rules can be produced during the interviews with trust practitioners, e.g. managers. Using existing data, such as recorded interviews or case studies is also possible.

More information about using expert systems for trust evaluation can be found in the final project report by D. Makarenya [1]. The prototype system that was created is also described there.

Process organisation

Several steps can be taken for the evaluation of trust, such as the ones listed below:

· contacting independent 3-rd parties (industry organisations, chambers of commerce)

· requesting factual/numerical information from government organisations (statistical and tax authorities)

· interviews with the employees of the potential partner (managers, engineers, developers)

· getting references from their past clients

· investigating their completed projects

· reviewing the internal documents of the potential partner (quality management documents, corporate culture documents, policies, internal newspapers, website, intranet)

· getting various info directly from them (such as resumes of the key employees, etc.)

· sending questionnaires to the potential partners

This whole process may be guided by a computer program, depending on the results of every specific step (or combination of steps). E.g. in case the resumes of programmers are impressive, but there are few completed projects (because the company is young), the program would suggest interviewing some of the programmers and asking them about their experience with one of the past projects in the company, in order to understand whether the processes are sufficiently well organised.

Database of partners

There can be a database of past, present and potential partners. It be used only internally or shared with long-term strategic partners (or even industry-wide), although there are many potential complicacies associated with the latter option. Since, as was said earlier, the trust is usually neither absolute, nor completely absent, but something in between, there is a need to accommodate variable levels of trust in company’s interactions with its partners. E.g. when the trust to finish work on time is low, the company can control them by means of regular reports (more frequent than otherwise), sending a representative to the partner, or doing something similar. Since the employees responsible for interacting with partners can change, storing such information in a computerised database is essential.

Self-evaluation software

Trust evaluation does not necessarily have to be done by other companies. Sometimes it can be useful to evaluate the trustworthiness of own company. This can be done by both small and large companies to better understand how the company is viewed from outside. Such software can be seen as an advanced version of a checklist. It is somewhat similar to the expert system described above, because it can also give suggestions on dealing with potential partners. E.g. after finding out that employees do not know, understand or share the values of the company, it can be suggested to distribute some documents on company's mission, strategy and policies among employees (developing such documents, if necessary) or to organise some trainings for them.

ICT tools for informal evaluation

IT tools can be successfully used to facilitate subjective evaluation of trust by managers. The information about partners can be stored in unstructured way (reports, memos, meeting minutes), together with information on authors of this information (name, position, department).

Such searchable and browsable database can be very useful. E.g. the manager of a new project will be able to find out the results of outsourcing in past projects (in all departments of the company), to make some conclusions from this data, to find people (in any department), who have experience in dealing with potential partners in specific field (or geographical region) and to contact them (in order to get useful contacts, enquire about the best way to deal with them, about cultural differences, and other relevant information).

Trust and relationship management tools

Two separate categories of trust-related IT tools include instruments for managing the trust and the relationships with partners according to the level of trust.

As was mentioned earlier, such software (“control software”) should be mostly used during the collaboration stage. Various IT tools can be used to organise the relationship with the partner given a specific level of trust (based on trust evaluation and the progress of current project). These tools can be used for planning, communications, testing and other day-to-day activities involving both companies.

More detailed information on trust and relationship management IT tools will be included in additional IT-project documents.

Communications tools

Another process field in the trust-related business processes is communications. Most projects typically involve both internal and external communications. Internal communications are most often used to contact co-workers, co-ordinate various activities and to get access to distributed knowledge including both expertise of other employees and already available tacit knowledge. External communications are usually targeted at business partners, external agents such as consultants, auditors, etc. and various information sources (Internet, online databases).

There are three main functions that communications processes serve:

1. Activity co-ordination

2. Information handling

3. Trust development

First function covers organising events, planning, distributing orders and instructions and collecting process feedback. Additionally, communications tools can be used as a medium for certain activities. For example, teleconferencing tools can be used for brainstorming, e-mail, CVS and other online tools can be used for collaborative development.

Regular communications should also be used as some sort of “glue” for the project. When several people or groups of people are working on partly independent, partly mutually connected parts of the project, maintaining an effective schedule is a key to completing the project in time and on budget. Planning software should be used to synchronise the work of different groups. Online tools can be used effectively, allowing all participants access to the single up-to-date project plan. A very important thing is to avoid unexpected stops and dead-ends. Regular contacts should be maintained over e-mail or other communications channels to make sure that if the work stops somewhere, necessary assistance is provided, corrections are made to the plans and other participants do not keep this group waiting for their contribution.

The role of trust in electronic communications is difficult to downplay. When the contact is maintained over the telecommunication channel, such as telephone, e-mail or instant messaging, people cannot use non-verbal clues to adapt their contact strategy. Using a “depersonalising” tool requires that people are ready to practice trust in as behaviour, relying on their partner. A certain level of trust as relationship and goodwill is also needed, because people cannot impose their conversation style and desired direction of the discussion. The communication can only be effective if both parties are interested in the positive outcome and are willing to make small concessions sometimes.

Information handling is done in either personal or impersonal way. To make sure that your partners trust your organisations, it can be recommended to provide as much information as possible to be accessible in impersonal way (from Internet, Intranet, online databases or other similar sources). It is also important that in addition to this, there are dedicated contact persons in your organisation, ready to answer additional requests for information. The contact information can be embedded into the impersonal information (for example the weekly progress report should contain information about person responsible for progress control, for developing plans for the next week, etc.).

Finally, trust development is a very special function. In addition to solving specific work-related problems, communicating with your business partner or a co-worker usually improves the interpersonal relations, especially the level of trust. Better understanding of a colleague or a partner’s representative allows understanding better their limitations, but also their capabilities. This is a self-reinforcing process, because better understanding leads to more correct expectations, which, in turn tend to be fulfilled more often.

It is important that communications with the purpose of relationship building, teamwork development, etc., do not have to necessarily be organised offline. Sometimes a simple access to the internal mailing list or a newsgroup, provided to your partner, can give him a valuable insight into your organisation, its motivation and capabilities.

Next I will attempt to list some of the most important communications-related IT tools and give short comments on their use.

· Internet — as much fresh information as possible should be provided on your main website. In addition to being searchable, easily accessible, categorisable and customisable, it should be creates with a special consideration for readers. The writers should focus on the tradition of information representation on the web and avoid proprietary technologies.

· Intranet — there are two main categories of information on Intranets: informational content and detailed contact profiles of the members of the organisation The contact information should be connected with the content developed by the original authors.

· e-mail — there should be internal procedures for dealing with the e-mail, setting the maximum time between receiving e-mail and answering it, because unanswered e-mail has the potential

· newsgroups, forums and discussion lists (mailing lists) — these are some of the simplest and yet most effective tools for group communications that are often overlooked. They allow open communication by unlimited number of participants in different geographical locations and time zones. All content of these group communications can be archived for future use and made browsable and searchable. There are many possibilities for structuring the discussion in order to provide easy access to the most relevant groups.

· instant messaging — a cheap alternative to the telephone and paging system for the companies where the majority of employees work in the office and have constant access to the PC. Some of the IM programs have additional functions, such as conferencing, online collaboration using whiteboards and similar tools, filesharing and other functions.

· telephony, VoIP, teleconferencing, videoconferencing — these tools provide the experience most similar to the personal face-to-face communication.

· groupware — in addition to specialised tools, there is a number of versatile products available, that provide many communication functions at the same time. It often includes e-mail, instant messaging, some discussion tools, document storage system, etc. However, the main drawback of the groupware system is their complexity and high implementation costs. Very often, especially in small and medium enterprises, simple and specialised tools are more effective, because they do not require highly-qualified maintenance personnel, are less expensive and can be run on less expensive hardware, can be easier integrated with legacy systems and with the IT tools of your partners.

The general rule is that communications tools should facilitate access to information and attempt to solve the problem of isolation of different project members by keeping everyone up-to-date on recent developments. It should make it easier to maintain personal contacts with the partners, not completely replace them.

Conclusion

Trust is an important part of any successful business partnership, but in order for this trust to be well founded in reality, the utmost attention should be paid to selecting the future partner. As partnership implies a certain level of customisation of products or services provided, as well as longer-term co-operation, the client’s dependence on its partner is higher than in the case of a simple one-time purchase of standardised product. This means that the business of the client depends on the ability of its partner to fulfil its responsibilities on time and on budget.

In selecting the partner, a company has to analyse the trustworthiness of the potential partners, their capabilities, track of record and future potential. This process is a highly demanding activity that requires collecting large volume of information and processing it to make an optimal decision. It was found that IT tools are likely to be effective in certain cases for assisting managers and other users in collecting and organising various information about the potential partner and evaluating its trustworthiness.

Three main stages were selected that have distinct requirements for trust-related IT tools: relationship settlement, collaboration on distributed development and results evaluation. Four main groups of potential users of trust-related IT tools were selected: senior managers, mid-level managers, project managers and developers. Their particular requirements to the tools were specified. Primary functional areas for trust evaluation were specified and described. A prototype expert system was developed for trust evaluation. Finally, a brief analysis of communications tools was given, outlining the main role of communications in trust evaluation and managemtn.
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